NudopmanuonHas naMATKAa VI 00y4aOIMINXCH

C KaXXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTHCA 6OJIBHJC, da IIKOJIbHUKHW OAHH H3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIpPOMHOTO KOJHMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

KomnbrorepHbie BHpYyChI

KoMmmbloTepHslii  BUpyC - 3TO  Pa3HOBUAHOCTh  KOMIBIOTEPHBIX  IPOTPAMM,
OTIIMYUTETILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXKeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl U
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIB30BATENI0, OT UMEHH KOTOpOro ObuIa 3amylieHa 3apakéHHas
IporpaMma, a TaKkKe MOBPEAUTh WM JIaKe YHUUYTOXKUTh ONEPALUOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacipOCTPaHSAIOTCA BUPYChI Uepe3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX MMPOrpamMm:

1. Ucnonb3yil coBpeMEHHbIE ONEPALIUOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIN YPOBEHD 3alllUThI
OT BPEIOHOCHBIX IIPOrPAMM;

2. TlocrossHHO ycTaHaBnMBail mayTH (IUQPOBBIE 3aIUIATKH, KOTOpPHIE ABTOMATHYECKU
YCTaHABJIMBAIOTCS C IEIBI0 JOPAOTKU MPOTPaMMBbI) U JApyrue OOHOBJICHHUS CBOCH OIepaIlMOHH O
cuctembl. CkaumBaili UX TOJBKO ¢ odunuampHOro caiira paspadoruynka OC. Ecmu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMu IOJb30BaTENsl, a HE aAMUHUCTpaTOpa. JDTO HE
HIO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HWHCTAJLIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTbl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyp (HU3HYECKHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Vcnonb3yil BHEIIHME HOCUTENM HH(OpManuu, Takue Kak ¢ruemka, AUMCK uUiau (ain u3
UHTEpHETA, TOJIbKO U3 MPO(EePEHHBIX HCTOUHUKOB;

7. He oTkppIBail KOMIbIOTEpHbIE (hailiibl, MOJyUYEHHbIE U3 HEHAJEKHBIX UCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIAT TBOIM 3HAKOMBIN. JIyullle yTouHH y HEro, OTHPABJISII JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He BHJ mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIbL OpeH I, Mapka. Ere
B 1991 rony HunepiaHjackas koMmmaHus 3apeructpupoBana openy «WECA», uto o6o03Havano
cnoBocoyetanue «Wireless Fidelity», koTopslii mepeBoIuTCs Kak «0ecrpoBOAHASI TOYHOCTh.

Jlo Hamrero BpeMeHH Jonuia Apyras abOpeBuarypa, KoTopas sSBISIETCS TaKOW e TEXHOJIOTHEH.
Oto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO AAaHO C HAMEKOM Ha CTaHIAPT BBICIIUI
3BykoBo# TexHUKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT «BbICOKAsi TOUHOCTD).

Ja, OecrnnaTHBIA HMHTEpPHET-IOCTYN B Kade, OTeNsX W adporoprax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIX0JIa B MHTEpPHET. HO MHOTHE KCIIEpPTHl CYUTAIOT, YTO O0IIe0CcTymHbIe Wi-
Fi cetu He sBnsAroTCS OE30IIaCHBIMMU.

CoBeTsl 10 6e30macHOCTH padoTe B 00menocTynHbIx cersax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uHpopmanuio depes odmenocrynasie Wi-Fi cetn. Paboras B
HUX, KeJlaTeJIbHO He BBOJUTH MApPOJIU JOCTYIIA, JIOTHHBI 1 KaKHue-TO HOMepa;

2. Hcnone3yil M OOHOBISH aHTHUBHpPYCHBIE NporpamMmbl M OpaHaMmayep. TeM caMbIM Tbl
o0e3omnacuiib cedst OT 3aKauKU BUpyca Ha TBOE YCTPOMCTBO;



3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkmmo «O0mmii qoctyn K (aiinaM U mpuHTEpam».
JanHast QyHKIHS 3aKpbITa [0 YMOJYAHUIO, OJHAKO HEKOTOpBIEC MOJb30BATEIH AKTUBUPYIOT €&
11 y10OCTBa UCIIONIB30BAHUS B paboTe min yueoe;

4. He ucnonb3yit nyonuunbiii WI-FI 1y nepenaumn JnyHbIX TaHHBIX, HApUMeEp IS BBIXO/a B
COLMAJIbHBIE CETH WJIN B 3JICKTPOHHYIO I10UTY;

5. Nnone3yi Tonbko 3amuiiennoe coequnenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOM UMEHHO «https://»;

6. B MmoOomipHOM Tenedone otkmoun pyaknuto «llogkmouenne k Wi-Fi aBromatuyecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

CouumasnbHble CETH aKTMBHO BXOJAT B Hally JKU3Hb, MHOTHE JIIOJU pabOTalOT U >KUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apernctpupoBaH MHJUIHAP]] YEIOBEK, YTO SIBIISETCS OJHOM
cellbMOM BceX JKMTesIed IIaHeTbl. MHOrue MoJjib30BaTeld HE MOHMMAIOT, 4TO HHGpOopMalus,
pa3MeIleHHas UMU B COLIMAJIbHBIX CETSAX, MOXKET ObITh HaliJleHa U MCIIOJIb30BaHA KEM YIOJHO, B
TOM 4HCJIe He 00s13aTeNbHO ¢ OJ1aruMHU HaMEepEHHSIMU.

OcHOBHBIE COBETHI 10 0€3011aCHOCTH B COIMAJBbHBIX CETHX:

1. Orpannub crucoK apy3ed. Y TeOs B APYy3bsX HE TOJDKHO OBITH CIIyYailHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3ammmail CBOI0 YacTHYIO >KM3Hb. He ykaswiBail mapoinu, TenedoHBI, ajapeca, AaTy TBOETO
POXJIEHUS U JIPYTYH JUYHYIO HMHGOpMalMo. 3JI0yMBIIUIEHHUKHA MOTYT HCIIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3amuiain CBOIO peryTaiuio - JEepKH €€ B YMCTOTE U 3ajaBail cebe BOIMPOC: XOTeN OBl ThI,
4TOOBI JPYrHe TOJIb30BATEIM BHUJIEIH, YTO Thl 3arpyxkaemb? [lomymai, mpexae 4eM 4TO-TO
OITyOJIMKOBAaTh, HAMCATh U 3arPy3UTh;

4. Ecii TBI TOBOpULIb C JIIOABMHU, KOTOPBIX HE 3HACIIb, HE MCIOJb3YH CBOE peaJbHOE MM U
JPYTyIo JTUYHYIO0 HH(GOPMAIIUU: UM, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U IpoYee;

5. N3berait pasmenienusi ¢otorpaduii B MHTEpHETE, Te Thl M300paKEH HAa MECTHOCTH, IO
KOTOPOU MO>KHO OIPENETUTH TBOE MECTOMOIOKEHNUE;

6. Ilpu perucrtpanuu B COLUMATBHONW CETH HEOOXOIUMO HCIIOIB30BATh CIIOXKHBIE MAPOJIH,
cocrosue u3 OykB ¥ IU(p U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Ans conanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BaTh Pa3HbIE MapoOJIH.
Torna ecim Te0s B3IIOMAIOT, TO 3JIOYMBIIUICHHUKH MOyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI U

DNEeKTPOHHBIE JAEHBIM — 3TO OYEHb YAOOHBIN CIIOCOO IMJaTexeH, 0OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIH.

3J'I€KTpOHHBI€ JCHbI'M IIOABUJIMCh COBCEM HCAABHO MW HWMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX ITOP HE NPOMHUCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHM (YHKIIMOHUPYIOT U O HUX YXK€ MPOIMHUCAHO B 3aKOHE, TJIe UX Pa3AeNsioT Ha
HECKOJILKO BHJIOB - aHOHMMHEIE W He aHOHMMHEIE. Pa3HuIa B TOM, 9TO aHOHHMHBIE - DTO T€, B
KOTOPBIX pa3peliaeTcss MPOBOIUTH Omepanuu 0e3 WACHTU(UKAIMKU TIOJIh30BaTeNsd, a B
HEaHOHWMHBIX UJICHTU(DHUKAIIUN TTOJIH30BATENS SBISETCS 00s13aTeIBLHOM.

Taxoke cieayer pa3inyarh JMEKTPOHHBIE (PUATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHoOBHBIE COBETHI 110 0€30MacHOM paboTe C INEKTPOHHBIMU J€HbIaMU:



1. TlpuBsiku K cuery MOOWJIBHBIN TeneoH. DTO camMblii YHOOHBI M OBICTPBIA croOco0
BOCCTAHOBUTh JOCTYHn K c4yery. l[lpuBsizaHHbId TenedOH MOMOXKET, €clu 3a0ynaenb CBON
IJIATEKHBIN IMApOJIb UM 3aiEIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonp3yii ogHOpa3oBbie maponu. [locie mepexona Ha yCUIICHHYIO aBTOPHU3AIUIO TeOe yxe
He Oy/IeT yrpoXaTh OMAaCHOCTb KPaXKH UJIU MepexBara MIaTeKHOrO MapoJis;

3. Bribepu cnoxsbiii nmapons. [IpectynmHukam OyneT HE MPOCTO YyragaTh CIOKHBIM Hapoilb.
Haznexxnbie maponu — 3TO Mapoju, KOTOphIe COJAepKaT HEe MeHee 8 3HAKOB M BKIIIOUYAIOT B ce0s
CTPOYHBIC U TIPOMHUCHBIC OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TaKME KakK 3HAaK J0JuIapa,
¢dbyHTa, BOCKJIHMIIATENIbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOJM CBOM JIMYHBIC JaHHBIC HAa CaliTax, KOTOPHIM HE JJOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DneKTpOHHAs oYTa — 3TO TEXHOJIOTHUS U IPEJOCTABISEMBIE €0 YCIYTHU 110 MEPECHIIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILICHHM, KOTOpBIE pacHpeieisioTcs B KOMIBIOTEPHOH ceTu.
O6b1uHO JJIEKTPOHHBIN IIOYTOBBIN SILLAK BBITJIS AT CJIEIYIOLUM o0Opa3zom:
UMs_TIOJIb30BaTeNA(@HUMs_OMEHa. Takke Kpome Tepeadyd MpPOCTOro TEeKCTa, HMeeTCs
BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHoBHbIE COBETHI 110 0€301acHOi paboTe ¢ INMEKTPOHHON OYTOIM:

1. Hago BwIOpaTh TNpaBHIbHBIA IOYTOBBIM CEpBHC. B HHTEpHETE €CTh OTPOMHBIM BHIOOD
OECIUTaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPATHh TEM, KOTO 3HACIIb M KTO MEPBHIN B
pEUTHHTE;

2. He yxa3piBall B JMYHOM mnourte JuyHyro uHpopmauuto. Hampumep, sydie BbeIOparh
«My3bIKaJIbHBIN _(panaT@» win «pok2013» Bmecto «remal3dy;

3. Mcnonb3yil ABYXSTalHYK aBTOPU3ALMIO. DTO KOIJa MOMHUMO NapoJii HY)KHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;

4. BeiOepu cioXxHBIM naposib. J1si KaXKA0ro Mo4ToBOro SIIMKA JOJKEH ObITh CBOW HaJI€XKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTtp BO3MOXHOCTh HamMCaThb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIOJIB3YH OTYy
BO3MOYKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOUYTOBBIX SIIMKOB. [IepBbIil [Is1 YacTHOW MEPENUCKHU C aJpecaraMu,
KOTOPBIM Tl TOBEPSACIIL. DTO NEKTPOHHBIN aJIpec HE HAJ0 UCIIONIb30BaTh IIPU PErMCTpallui Ha
dopymax u caiitax;

7. He oTkpbiBaii ¢aiiiel U Ipyrue BIOKEHUS B MUChMax Jake €CJIM OHU TMPHUIUIA OT TBOUX
npy3ei. Jlydiie yTouHU y HUX, OTHPABIISIIN JIU OHU Tebe 3TH (aiiisbl,

8. Ilocrme okoHYaHMsI pabOTHI HA MOYTOBOM CEPBUCE TEPEN 3aKPHITHUEM BKIIAJIKU C CAaWTOM HE
3a0yab HaxaTh Ha «BBIATIY.

Ku0epOyJuIMHT HIH BUPTYaJIbHOE H3/1eBATEJIHLCTBO

KubepOynauar — mpecieqoBaHue COOOMICHUSIMU, COJEPXKAIIMMH  OCKOpOJIEHUs,
arpeccuio, 3almyruBaHue; XyJIUTAaHCTBO; COIMANIbHOE OOMKOTHPOBAHHME C TIOMOIIBIO PA3THYHBIX
WHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0pHOE ¢ KHOEPOYITUHIOM:

1. He Opocaiicst B 60#. Jlydmuii coco6: mocoBeToBaThCs Kak ceOs BECTHU U, €CIIA HET TOTro, K
KOMY MOXHO OOpaTuUThCS, TO BHaJdaJie YCIMOKOWUThCA. Eciam Tl HaYyHEmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO eI1le OOJIbIIe Pa30XIKellh KOH(IUKT;

2. Yrpasinsaii cBoel kubeppenyraimei;



3. AHOHUMHOCTH B ceTu MHHMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;

4. He cTouTt BecTH XyJIUTaHCKUU o0Opa3 BUPTyalbHOW XM3HU. MIHTEpHET (UKCHpPYET BCE TBOU
JIEUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYyJeT KpaliHe 3aTpyIHUTEIbHO;

5. ColOroaii CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii emuHuuyHbI HeraTuB. OIHOPAa30BbIE OCKOPOWTEIBHBIC COOOIICHHS JTydIle
UTHOpHPOBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aabHOW CTaINH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOILEHUSIMH, B COLIMAIBHBIX CETSX
€CTh BO3MOKHOCTb OJIOKHPOBKHU OTIPABKH COOOIIEHHH C ONPEIENICHHBIX aPECOB;

8. Eciu THI cBuzaerens kubepOyummHra. TBoM NEHCTBUS: BBICTYNIUTH NMPOTUB MPECIEI0BATEN,
M0Ka3aTh €My, 4TO €ro JACHCTBUS OLEHHUBAKOTCA HETaTUBHO, MOJAEPKATh KEPTBY, KOTOPOU
HYXHa TICUXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3pOCIBIM O (DaKTe arpeCCHMBHOTO MOBEICHHS B
CETH.

MoOuabHbIi Tes1edoH

CoBpeMeHHble CcMapT(hOHBI W IUJIAHIIETHI COAEPKaT B ceOe BIIOJIHE B3POCIBIMA
GbyHKIIMOHA, W Tenepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpAMHU.
OnHako, CpeaCcTB 3alIUThI Il MOJOOHBIX YCTPOMCTB MOKa OYeHb MaJio. TeCTUPOBaHUE U TTOUCK
ySI3BUMOCTEH B HUX MPOUCXOIUT HE Tak MHTEeHCUBHO, Kak i [IK, To ke camoe kacaercs u
MOOMIIBHBIX TPHIIOKEHHA.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yKe MPAKTUYECKU JOTHAIM HACTOJIbHBIC aHAJIOTH, OJIHAKO
pacmpenue GpyHKIOHAIA BI€YET 32 COO0H OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIIUIICHHOCTb.

,Z[aJIGKO HEC BCC IMPOU3ZBOAUTCIIN BBIIIYCKAIOT O6HOBJICHI/I$I, 3aKpPbIBAIOIUC KPUTUYCCKHC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JIsl 0€30MTaCHOCTH MOOMIIBHOTO TellehoHa:

1. Huyero He siBisieTCs MO-HACTOALIEMY OeCIUIaTHBIM. Byab OCTOpOXKeH, Belb Korjga Tebe
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

2. dymaii, mpexe uem oTnpaBuTh SMS, ¢oto wim Buaeo. Tel TOUHO 3HAENIb, A€ OHU OYyAyT B
KOHEUYHOM utore?

3. Heo6xoa1umMo 0OHOBIIATH ONEPAIllMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOIPaMMBI JIJIsl MOOMIIBHBIX TeNEe()OHOB;

5. He 3arpyxail TpUIOKEHUS OT HEU3BECTHOIO HCTOYHWKA, BEIb OHU MOTYT COAEpKaTh
BPEIOHOCHOE MTPOrpaMMHOE 00€eCIIeYeHHE;

6. [Tocne Toro Kak ThI BIHIENIb C caiiTa, 1€ BBOAWI JUYHYIO HH(OPMALINIO, 3aliI1 B HACTPOUKHU
Opaysepa u ynanu cookies;
7. Ileppoanuecky MpoBepsii KaKKUe IUIATHBIE YCIIYT'H aKTUBUPOBaHbI HA TBOEM HOMEPE;

8. laBail cBOil HOMEp MOOMJIBHOTO Tese(OHA TOJIBKO JIIOJSM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpsIeIlb;

9. Bluetooth nomkeH OBITH BBIKJIIOUEH, KOTJAa Thl UM HE MoOJb3yelibcs. He 3a0biBail mHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMEHHbBIE OHJANMH-UIPBl - O3TO KpacouyHble, 3axXBaThIBAIOIIME pa3BICUYCHHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
OOIIAI0TCS IPYT € APYTOM, BBIOJHSIOT 3a/laHUs, CPAXKAIOTCA C MOHCTPAMH U TOJYYalOT OIIBIT.
3a yJIOBOJIBCTBUE OHU IIATAT: MOKYNAOT IMCK, OIUIAYMBAIOT a0OHEMEHT WIM HPHOOPETaoT
KAaKHe-TO OILHUH.



Bce st cpencta uayT Ha MOAJEp)KaHHE M PAa3BUTUE UTPHI, a TaKXKe HA camy O€30MacHOCTh:
COBEpUICHCTBYIOTCS CHCTEMbI aBTOPH3allMH, BBIMYCKalOTCA HOBbIE MaTuu (IU(POBbIE 3aIlJIaTKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OIacaTtbCsa HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJri, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3alluU OOIBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30IIACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener cedst MIoXo WM CO31aeT TeOe HENPHUIATHOCTH, 3a0JOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Tloxainyiics aaAMMHHMCTpaTOpaM HIPbl HA IUIOXOE€ IIOBEJAECHHUE 3TOrO0 HUIPOKa, >KEIATENIBbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3siBaii muunyro uHdopmaiyio B mpodaiiie urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii HeoUIIUATBHBIE TATYU U MOJIBL;

6. Vcrionb3yil COXKHBIE U pa3HbIE MapOJIH;

7. [[axce BO BpCMs UT'PbI HE CTOUT OTKIIFOYATh aHTUBUPYC. IToka ThI HUIpaciib, TBOM KOMIIBIOTECP
MOT'YT 3apa3uThb.

OUIIUHT WIN Kpaxka JUIHbIX JAHHbIX

OOBIYHOM Kpaxceﬁ ACHECI U JOKYMCHTOB CCTOJAHS YXKC HHUKOIO HC YAWMBHIIb, HO C
Pa3sBUTUCM I/IHTCpHCT-TeXHOJIOFI/Iﬁ 3JIOYMBILIJICHHUKHW  NCPEMECTUIINCE B  HUHTCPHET, H
MMPOJOJIKAOT 3aHUMATbhCs «TIOOMMBIM» ACJIOM.

Tak nosiBUIach HOBAst YTpo3a: MHTEPHET-MOIIEHHIYECTBA WM (DHUIUHT, TIaBHAS LIEJIb KOTOPOTO
COCTOMT B TOJIyYCHUU KOH(DUICHIINAIBHBIX JaHHBIX MOJIb30BATENCH — JIOTMHOB U mapodieii. Ha
aHrmiickoM s3bike phishing yutaercs kak ¢ummuar (ot fishing — peiObHas nosis, password —
11apoJib).

OcHoBHBIE COBETHI 110 60pbOE ¢ PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl oj03peBaeiiib, YTO TBOS aHKeTa Oblila B3JIOMaHa, TO
HEO0OXOUMO 3a0JIOKUPOBATH €€ W COOOUIUTH aAMHHHCTpATOpaM pecypca 00 3TOM KaK MOXHO
CKopee;

2. Ucnonw3yit 6e30macHbie BEO-CAlThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. Hcnonp3yil cioxxkHble M pa3Hble mnaposu. Takum oOpa3oM, eciau TeOs B3JIOMAlOT, TO
3JIOYMBIIIJIEHHUKY TOJIyYaT JOCTYH TOJIbKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Eciun Te0s B37IOMand, TO HEOOXOAUMO MPEAYNpPENUTh BCEX CBOMUX 3HAKOMBIX, KOTOpHIE
no0aBiieHbl y T€0s B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU Oy/eT
pacchLIaThCsl CllaM U CChUIKU Ha (PUILIMHTOBBIE CAlThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE Mapos B Opaysepe;

7. He oTkpeiBaii ¢aiiinsl U Opyrue BIOKEHHUS B MUChMax Jake €CIM OHU TMPHUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyrauus

Hudposas pemyranus - 3T0 HeEraTUBHAs WM MO3WTUBHAS MH(OpManus B ceTu o Tebe.
Komnpomerupyromas uHpOpManus pa3MelleHHass B MHTEPHETE MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOU ku3HU. «{udpoBas pemyranus» - 370 TBOM UMHIK, KOTOPBIN
dopmupyetcst u3 uHpopMaIu 0 Tebe B MHTEPHETE.



TBoe MecTo XKUTENbCTBa, yueObl, TBOE (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KHUX - BCE 9TO HAKAIUINBACTCS B CETH.

MHorre TOAPOCTKH JIETKOMBICIICGHHO OTHOCSTCS K MyOJUKAalMu JUYHOW HWHGPOPMAIMK B
NurtepHeTe, HE MOHMMAas BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXKEIIb J10ragaTbCsa O TOM,
yTto pororpadus, pazmerieHHas S JeT Ha3a/l, CTajla MPUIMHOM 0TKa3a MPHUHATH TeOsl Ha padoTy.

KommenTapuu, pasmenienne TBoux (Gortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JaKe
[I0CJI€ TOrO, KaK Thl MX YAaluuIlb. Thl HE 3Ha€llb, KTO COXPaHMUI 3Ty UHPOPMALMIO, onana JIu
OHa B IIOMCKOBBIE CHCTEMbl M COXpPaHWIACh JHM OHA, a IJAaBHOE: 4YTO MHOJYMAalT O Tebe
OKpY’Karollee JIIOAH, KOTOpble HAaliAyT U yBUIAT 3T0. HaliTu mHpoOpManyio MHOTO JIET CIYCTS
CMOXeT JI000# - Kak U3 J0OpbIX MOOYXIEHUH, TaK U C HaMEpEeHHUEeM MPHYUHHUTH Bpel. ODTO
MOYET OBITh KTO YIOJHO.

OcHOBHBIE COBETHI 10 3a1MTe NHU(POBOI penyTaluun:

1. [Moxymaii, mpesx/ie 4eM 4To-TO MyOJIMKOBATh U NepeaaBarh y ceOs B 0J10re Wi B COLMATbHON
CeTH;

2. B Hacrtpoiikax npo¢uisi yCTaHOBH OTrPaHMYECHHS] Ha MPOCMOTP TBOEro Mpoduis u ero
COJIEP’)KUMOT0, ClIeNail ero TOJBKO «UIsl IpYy3ei»;

3. He pa3memaii 1 He yka3biBall MHPOPMAIUIO, KOTOpask MOXET KOT0-IMOO OCKOpOJIATh WU
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE UIIKOJbHUKU - AaKTHBHBIE I10JIb30BaTE€IM LU(POBOr0 MIPOCTPAHCTBA.
OpnHako 1aneKko He BCE 3HAIOT, YTO IOJb30BAaHUE MHOTMMHU BO3MOXKHOCTSIMU LU(POBOro MHpa
TpeOyeT coOItoAeHNs IPaB Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTENIEKTyalbHass COOCTBEHHOCTBY» OTHOCHUTCS K Pa3JIMYHBIM  TBOPEHUSIM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YCIyTHW , W 3aKaH4yuBas KHHUramu, (ororpadusmu, KuHOPUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IIpaBa - TO MpaBa Ha MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOU3BEIECHUS HAyKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KadeCTBE TapaHTUU TOTO, YTO
UHTEJUIEKTYaJbHBIN/TBOPUECKUIT  TpyAd  aBTOpa He OyJger HampacHbIM, JacT €My
CIpaBeAJINBbIE BO3MOXKHOCTH 3apab0TaTh Ha pe3ybTaTax CBOEro TPyJa, MOJy4YUTh U3BECTHOCTD
u npusHaHue. Hukto 6e3 paspelieHus aBTopa He MOXET BOCIHPOU3BOAUTH €ro NMPOU3BEJCHHE,
pacnpoCTpaHsATh, MyOJUYHO IEMOHCTPUPOBATH, IPOJIaBaTh, UMIIOPTUPOBATh, IIYCKATh B MPOKAT,
nyOJIMYHO MCIIONHATH, OKAa3bIBaTh/UCIIONHATE B 3(upe min pasmeniats B MlHTepHeTe.

Hcnonb30BaHuEe «IIMPATCKOrO» MNPOrPaMMHOI0 OOECHeueHHs MOXKeT IPHBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTPOWCTBa, TIJie
YCTAQHOBJICHHBII He JierajgbHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
nerajabHble U O€CIIaTHBIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraie

CeteBnuoK.p¢ - TBOI INIaBHBIA COBETYMK B CETU. 37€Ch Thl MOXKEIIb Y3HaTh O 0€30MacHOCTU B
CeTH TMOHSATHBIM M JIOCTYIHBIM $I3bIKOM, a IpPH BO3HUKHOBEHHM KPUTHUYECKOW CHUTYal[uu
00paTUThCS 3a COBETOM. A TaKkKe NMPHUHATH ydacTHe B KOHKYpCax M CTaTh CaMbIM IM(PPOBBIM
rpakJTaHUHOM!
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